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Abstract—Numerous articles and patents on the masking of which are added to the smart card chip. To protect the secret
logic gates in CMOS logic styles have been reported, however, keys during encryption and decryption execution of smart card
less information is available with regards to comparing the single- from power analysis attackers, there are a lot of efforts to

rail and dual-rail on masking input logic values. This paper K th t k lgorithm level and itori
investigates single-rail and dual-rail logic families that have been MaSK n€ SECret keys on aigorithm fevel and monitoring power

developed by the logic designers for secure logic implementations CONsumption signals to withstand side channel attacks (SCA)
in cryptographic system. The novelty of this work is that we of cryptographic systems [4]-[7].

evaluate the dynamic logic and differential logic for one-phase  The fundamental issues of power analysis attacks on cryp-
2-inputs_logic in adiabatic mode in SPICE simulation. We t4qranhic systems are closely related to electrical power

analyze the power consumption of logic circuit along 16 possible fi f hard imol tati R di
transitions of 2-inputs logic during one cycle. The power traces CONSUMpPtion of hardware impiementations. ~egarding power

show that adiabatic differential logic families are masking the Cconsumption in cryptographic implementation such as smart-
input logic values, because they consume constant power during card, logic design should be highly considered in order to mask
pre-charge and evaluation phases that enables the circuit to resist the input logic values and also reduce power consumption in
against power analysis attacks. Based on our results, we deducegjgita| circuit level. There have been several works done on

that adiabatic differential logic families are promising candidates King i t logic i te level h p vsis of
for further development to obtain a far more robust secure logic masking Input logic In gate level, such as Fower analysis o

for countermeasure against power analysis attacks in smart card. Single-rail storage elements as used in MDPL [8] which is
analyzing the leakage of flip-flop designs for various side-

channel resistance logic styles, but ignoring the difference
. INTRODUCTION between capacitances of complementary wire that affect huge
Power analysis attacks have become a special threat fower dissipation. In addition, three phase dual-rail pre-charge
cryptanalysis algorithm designers, software developers dodic (TDPL) [9] has proposed to be used in semi-custom
hardware engineers to maintain the security of secret keydasign flow without any constraint of the routing of comple-
cryptographic implementation, such as in smart card. Durimgentary wires, which whose power consumption is insensitive
the past years, a lot of researches have been conductedtomminbalanced load condition. Furthermore, combination of
simple power analysis (SPA) and differential power analysitynamic and differential logic gates, referred to as Sense
(DPA) [1,2] on mathematical algorithm level. The SPA is mordmplifier Based Logic (SABL) has been proposed and imple-
focusing on the use of visual inspection techniques to identifigented in cryptographic implementation by T al. [10]—
relevant power fluctuations during cryptographic operationd,3] which is balancing all the internal node capacitances. As
hence it is vulnerable for attackers to identify the secret keyresult, SABL consumes a constant power during pre-charge
by calculating the power consumption during cryptographend evaluation phases. To proof the masking input logic values
operations. DPA attacks are more advanced than SPA attaakgates level, Side-Channel Leakage of Masked CMOS Gates
in which they use the statical methods and digital processifigl] and Masked Dual-Rail Pre-charge Logic (MDPL) [15] are
techniques on large number of power consumption signgdeoposed. As described in [14], the cryptographic attackers
to reduce noise and strengthen the difference signals, s@ané normally calculate the means of energy and subtract to
will be obvious to distinguish between the logical zero andach other, hence there are leakage of channel information
logical one. There was also an effort of Adi Shamir to proteér dynamic normal gates, but channel information is secure
smart card from two main attacks, such as DPA and SRé&r masked gates. It was stated in [15], resistance against
attacks by detaching two capacitors to smart card [3]. His woEKPA attacks at the gate level can not only be achieved by
was to detach two capacitors to work as a power isolatimonsuming the same amount of energy for all transition, but
element by switch control unit and four power transistoralso by randomizing the logic signals in the circuit.



possibilities of masking input logic in single-rail and dual-rail

logic, comparing the current traces and its energy dissipatio

to be developed in the future work. The remainder of this paper

is organized as following: Section Il describes the evaluated9- 1- (@ Conventional CMOS charging, (b) Adiabatic charging circuit
logics in adiabatic perspective; the simulation results and its

In this paper, we evaluate two logic types: dynamic logic
[16] and differential logic of SABL [13], DCVSL [17], and

2N-2N2P [18]. The aim of this work is to investigate the;

calculation of the figure of merit are described in Section IIl, —/ 4 Vpe
and finally we conclude this paper in Section V. ek clk
Il. ADIABATIC LOGIC Out 1
A [ PDN C. Precharge /Evaluation
Most of previous secure logic styles against power analysis /5 |Nmos I Mp on Mp off
attacks in cryptographic VLS| systems are energy consuming. ~ ——1_Tree oMot/ Mnon N
Our approach in this work is to evaluate dynamic logic and < T > 1

clk
differential logic in adiabatic mode. The principle of adiabatic —| Mn
charging can be understood by contrasting it with conventional
method during the charge of a capacitor in an RC circuit, as
described in Fig. 1. Fig. 2. Generic dynamic logic (left) and its phases (right)
In conventional CMOS circuits, the capacitance C is charged

from 0—V,,, whereV,, is DC power supply. During charging
period in conventional CMOS, the charged energy in C is; Where[ is considered as the average of the current flowing to
C, and¢ is a shape factor which is dependent on the shape of

Eharge = *Cded- (1) the clock edges. Observing the adiabatic switching equation,
2 the charging period\7 is indefinitely long, ideally the energy

From the energy conservation perspective, a conventiomigsipation is reduced to nearly zero [19].
CMOS logic emits heat, hence it wastes energy in every
charge-discharge cycle: A. Adiabatic Dynamic Logic

The basic construction of dynamic logic gate is shown in
1 1 Fig. 3. Dynamic logics are always driven by clock (clk), which
= §Cvfd + §Cvd2d has two phases: Pre-charge phase and Evaluation phase. When
_ o @ clk=0, M, is ON and M, is OFF, and under this condition,
- dd- the pre-charge phase occurs, which drigeg = 1 and energy
If the logic is driven by certain frequengfy(= 1/ T), where is stored inC.. On the other hand, if clk=1}1, is OF F and

T is the period of the signal, then the power persecond &f. is ON, this condition is called the evaluation phase. The
CMOS gate is determine as: output is conditionally discharged based on the input values

and the pull-down network topology.

Etotal = Echarge + Edischarge

Etoml
T B. Adiabatic Differential Logic

2
= CVaaf. ©) We choose Differential cascode voltage switch Logic

Observing the conventional CMOS, power consumption (§CVSL), 2N-2N2P and secure logic of SABL as the dif-
proportional tonQd s0, one of the most effective way to reducéerential logic families to be investigated in adiabatic mode.
its power consumption is to lower the power supply voltagdn generic differential logic families, the circuits are operated

Adiabatic switching is commonly used in minimizing enin two outputs conditions: 1) When the input vecter =
ergy lost during charging/discharging period. The main iddaz, -, z») is the true vector of the switching function £)(
of adiabatic switching is shown in Fig. 1(b) indicated thatode Q is disconnected from the ground by the unique path
transition is considered to be sufficiently slow so that thef NMOS Differential Pull Down Network (DPDN) tree. 2)
heat is not emitted significantly. This is made possible By¢henx = (z1,...,x,) is false vector of (X), the reverse
replacing the DC power supply by a resonant LC driver dtolds. The rough analysis of energy dissipation in DCVSL
oscillator. If constant current source delivers the= C'V,, and 2N-2N2P logic families as shown in Fig. 4 are identical,
charge during the time periodT, the energy dissipation in that energy is dissipated when exactly one output node is

Ptotal =

channel resistancg is given by: discharged, but the only important idea is that energy is
) increasing proportional to the increasing number of gates.
Eagiss = &PAT = {I°RAT The secure logic of SABL is constructed with combination

CVaq 2 RAT 4 of dynamic and deferential logic with special differential pull
3 AT “) down network (DPDN) that achieves two goals; (1) switching
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In SPICE simulation, the condition for adiabatic dynamic= R

logic: all power supplies are trapezoidal signafs, = 100

T
L= 8268605

I [ps]

energy [ﬂ?
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. . . . Sk Eaiss = 9.595 f)/cycle
MHz and 1.8 V ofV),.. The condition for Differential logic: N AV A A A A
i H i — 20 40 60 80 100 120 140 160 180 200 220 240 260 280 300 320 340
all power supplies are trapezoidal signals, = 50 MHz and e (o]
1.8 V of V..

The merit of this work is that we design timing diagram Fig. 6. Inputs and outputs signals of adiabatic DCVSL NAND/AND

for 16 possible transactions of 2-inputs logic to investigate

the possible masking of input logic values in single-rail and

dual-rail logic families. The designed of 2-inputs transitiongition, we draw the power consumption of each circuit as:
is depicted in Fig. 4. Egiss = fo we(t) e (t)dt, which is adopted as figure of merit

to measure the resistance against power analysis attacks. We
B. Results show the currents traces &f. to be observed, and from here
The simulation results of evaluated circuits are shown ime analyze the peak currents of each circuit to decide which

Figs. 5-7. By using the same 16 patterns of 2-inputs tralegic family should be developed in future work for robust



TABLE |
SIMULATION AND CALCULATION RESULTS FOR INPUTNAND/AND

E NAND/AND
o] D.NAND2 | DCVSL | 2N-2N2P | SABL | E.S.SABL
5 FrminliJ] 0.017 0.166 0.307 | 54.038 52.099
4 Emaxz[H] 5.687 2.105 2,705 | 54.663 | 52.611
10 NED[%)] 99.71 92.13 88.65 114 | 0.97
E [f]] 1.21 0.59 0.9 54.28 | 52.23
ol 1.6 0.51 0.7 0.201 | 0.189
NSD[%] 132.8 86.77 4.1 0.369 | 0.363

D.NAND2: Dynamic 2-inputs NAND logic
E.S.SABL: Enhanced Special DPDN of SABL
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TABLE I

g NoA D N [ [ Eﬁ‘j‘ﬂf? SIMULATION AND CALCULATION RESULTS FOR INPUTXNOR/XOR

J/AND

r JaN-2n2p
} A ] \ NA KA ﬁ LA A XNOR XNOR/XOR

D.XNOR | D.XOR | DCVSL | 2N-2N2P | SABL

Erminlt] 0.807 0.809 0.959 1415 | 52.126

Emax[fJ] 9.189 9.214 3.291 4.063 52.541
NED[%] 91.21 91.22 70.84 65.178 | 0.79

supply current [us]

E [f] 4.92 5.07 2.31 3.13 52.24
og(f] 2.88 2.37 0.71 0.93 0.17
NSD[%)] 58.4 46.8 30.9 29.8 0.329
020 40 60 80 100 120 140 160 180 200 220 240 260 280 300 320 340 D.XOR: Dynamic 2-inputs XOR logic
fime [ns] D.XNOR: Dynamic 2-inputs XNOR logic

Fig. 7. Current traces of evaluated circuits

consumption of logic circuits along 16 possible transitions

secure :ogicfagailnst p((j)wer analysis attacks 03 gmarélcardsof 2-inputs logic during one cycle has showed that adiabatic
Rlesufts of eva uated gates are summarized in table II %ﬁerential logic families are masking the input logic values,
table 1l for 2-inputs NAND/AND and XNOR/XOR separate Y-since they consume constant power during pre-charge and

The calculation for normalized energy deviation (NED) i35 yation phases that enables the circuit to resist against

defined as Kmaz — Emin)/Ema; and normalized standard e analysis attacks. Based on the results of this study,
deviation (NSD) isor/E [9]. The E is average of energy

dissinati » ton duri ”» ; dual-rail logic has been our choice to develop for a more
Issipation of every transition during 16 transitions o t‘_Ngtringent robust secure logic against power analysis attacks in

ian_lt logics that ShOV_VS in_ Fig. 4. Eigure 5> and 6 are SIrT?:'ryptographic systems, such as application specific integrated
ulation graphs of adiabatic dynamic NAND2 and DCVSly ot (ASIC) in smart card. To design a more secure logic
NAND/AND logics respectively. These figures show thalg , yegistance against side channel attacks, we will attempt to

dynamic logic dissipates more energy dependent on frequengyy,ine two important considerations; (1) consuming constant
of clock signal. By comparing the peak of supply currents, t;tﬁ%
a

has | K han that of X wer for every transitions by balancing all internal node
DCV.SL, as lower pea current't an that o dynam!c NAND pacitances, (2) randomizing the input logic values, which
making it possible to mask the input values from side chanrw," become our basis for any future work in designing

attacks. Detailed data is shown in Fig. 7, demonstrating all thg,, ,o\ver secure dual-rail adiabatic logic, for utilization in
supply currents of evaluated circuit. cryptographic implementation.

From table | and table I, the calculation of NED and NSD
are to measure the ability of logic circuit for resistance against ACKNOWLEDGMENT

power analysis attacks. The results indicate that adiabaticThe custom circuits in this paper have been simulated with
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